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ADDITIONAL PAPERS (2)

2. FOLLOW UP ON INTERNAL AUDIT ACTIVITIES

The Internal Auditor's report is attached {pages 137 - 152).

4. ANNUAL REPORT OF THE AUDIT AND RISK COMMITTEE

The Internal Auditor’s repott is attached (pages 153 - 157).

(Members are asked to note that item 3 {Annual Report on Internal Audit Activity
2007/08 is deferred until the next meeting).
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Great Yarmouth Borough Council

Follow up of agreed actions arising from Internal Audit final reports

A report from the Head of Internal Audit

Purpose of Report

The report seeks to provide an overview of the status of agreed actions
arising from audits performed during 2006/07 and 2007/08. Management's
commitment to enhancing the internal conirol environment through the
implementation of internal audit recommendations is duly explored, and an
analysis has been undertaken to determine the extent of outstanding agreed
actions currently in existence, in terms of those partially completed or still to
be actioned by the agreed target dates and those where the expiry date is still
in the future.

Recommendations

It is recommended that the Audit and Risk Committee:

Note the overall position regarding agreed actions arising from audit reviews
and decide whether management has been taking appropriate steps to
address weaknesses found in the internal control environment, as identified in
final audit reports.

1. Background

1.1.  As a conseqguence of re-letting the Internal Audit Services Contract from 1
October 2007 and changing over service provider from Norfolk Audit Services
to South Norfolk Council and its contract with Deloitte and Touche Public
Sector Internal Audit Ltd, there has been a departure from the normal cycle
for completing and reporting on audit follow up action. This report therefore
seeks to bring the Audit and Risk Committee up-to-date on the current status
of agreed audit recommendations. Hereafter, a regular reporting cycle will be
applied to keep the Committee informed of the latest information available
regarding high, medium and low priority recommendations.

1.2.  Previously, the follow up reports to Committee have concentrated on high
level recommendations only. This report seeks to give an overview of all
recommendations irrespective of their priority. Appendix 1 gives a full
schedule of all outstanding agreed actions against recommendations which
have been classified high, medium and low priority.
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1.3.  Recommendation Priorities

Internal Audit uses a ‘High', ‘Medium' and ‘Low' rating for their
recommendations and an explanation of the priority levels is provided below:

High

Medium

L.ow

Fundamental issue for the attention of senior management and the
Audit & Risk Committee ~ fundamental deficiency found in the internal
control environment whereby:

e Control processes are generally weak leaving the
processes/systems open to significant error or abuse; and/or

+ Significant non-compliance with basic control processes leaves the
processes/systems open to error or abuse.

Control weaknesses of this nature must be fully rectified within a three-
month timescale or compensating controls put in place to mitigate the
risks identified, until such time as full implementation of the
recommendation can be achieved.

Important issue to be addressed by management in their areas of
responsibility — important deficiency found in the internal control
environment resulting in:

e Weaknesses in the system of internal controls putting the client’s
objectives at risk; and/or

+ The level of non-compliance putting the client’s objectives at risk.

Control weaknesses of this nature should be actioned within four - six
months.

Minor issues to be resolved on site with local management — while
there is a basically sound system of internal control, minor deficiency
found in the internal control environment so that:

o  While there is a basically sound system of internal control, there are
weaknesses, which put some of the client’s objectives at risk;
and/or

e There is evidence that the level of non-compliance with some of the
control processes may put some of the client's objectives at risk;
andfor

» There is scope to introduce additional enhancements to the system
of internal control to further strengthen existing arrangements in
place.

Cantrol weaknesses of this nature should be resolved within seven —
nine months.



1.4

Members should note that the recommendations relate almost entirely to
reports in the 2006/07 audit plan. Reports undertaken in the first six months of
2007/08 (the period immediately prior to changeover of internal audit service
provider) as detailed in Norfolk Audit Services Mid-Year report (presented to
the Audit and Risk Committee on 12 November 2007) were not finalised to
the extent that the action plans to address internal control weaknesses have
yet to be fully completed with client officers. Until such time as this is done no
audit follow up action is possible in relation {o these audits.

1.5 The outcomes of audit follow up presented here, relate to both systems
reviews and compuier audits subject to final audit reports issued during
2006/07 and also apply to a single audit from 2007/08.

2. The Outcomes of Audit Follow Up Work completed as at the end of April
2008

2.1 A total of 13 audit reports have been revisited and the relevant categorised
recommendations subjected to audit follow up. Outcomes of our work have
confirmed the current position as recorded in the table below:

2.2 Analysis of recommendations showing current status

Status High Priority | Medium Low Priority | Totals

Priority

Completed/superseded 18 28 6 52

Still to be fully resolved 5 12 2 19

Target dates not yet reached 0 0 0 0

Further information required to 13 13 11 37

confirm status

Totals 36 53 19 108

In the course of reviewing the status of the action lists generated by audit
reporis, the total position is such that 52 (48.1%) recommendations have
been fully implemented or superseded by subsequent events. The remaining
56 agreed recommendations (51.9%) require action or further information to
confirm their status. These 56 outstanding recommendations can be seen in
detail in Appendix 1.




Options

3.1 The Audit and Risk Committee should be utilising the information contained
within this report to decide whether management is taking adequate action to
address internal control weaknesses reported upon previously. In addition,
the current status of agreed actions should be noted, given their overall
impact on the sufficiency of the internal control environment operating at the
Council.

4. Reasons for Recommendation

4.1 To ensure that the Audit and Risk Committee is better informed as to the way
in which management is taking forward agreed actions designed to
strengthen the internal control environment in which services operate.

L.ead Contact Cfficer;

Name/Post: Mrs. Sandra C. King, Head of Internal Audit, South Norfolk Council
Telephone: 01508 533863
Email: scking@s-norfolk.gov.uk

Appendices aftached to this report:
Appendix 1. Schedule of Qutstanding Agreed Actions as at April 2008
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Audit and Risk Committee

“Z3 June 2008
Great Yarmouth Borough Council
Annual Report of the Audit and Risk Committee for 2007/08

A Report from the Chairman

Summary

The purpose of this report is to summarise the work of the Audit and Risk Commitiee
during 2007/08, confirm that it has operated in accordance with its original terms of
reference, complied with the relevant Codes of Practice in the pursuit of best practice
and demonsirated effective challenge on the four occasions when it has met throughout
the financial year.

Conclusions

The Audit and Risk Committee is strongly committed to developing its role, profile and
level of challenge, as demonstrated throughout 2007/08.  lts function is consistent with
best practice and it is fully appreciative of the fact that it has a major role to play in
securing improvements to the internal control environment and governance
arrangements generally within the Council. Moreover, its growing work programme is
indicative of the pro-active stance that it has sought to take at the Council.

Recommendations

It is recommended that the Audit and Risk Committee note and approve the contents of
the Annual Report for 2007/08.

1. Background

11 The creation of an Audit and Risk Committee at Great Yarmouth Borough
Council was approved by Cabinet, the Executive and Full Council in November
2005 and the first meeting of the Committee was subsequently held on 27 March
2008, hence the Committee is now well established and has developed a
relatively high profile within the Council, with meetings taking place, on average,
4 times during the financial year. Certainly, this has been the case in 2007/08,
as meetings of the Audit and Risk Committee were held in June, November,
December and March.

1.2. This report is essentially the second report of its nature, following the setting up
of the Audit and Risk Committee and it primarily aims to provide an overview as
to the work that has been considered and challenged by the Members between
April 2007 and March 2008.

2. Terms of Reference

2 1. The Audit and Risk Commitiee’s terms of reference have been upheld throughout
the year and were effectively updated in March 2008 when the Head of Financial
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3.2

3.3.

3.4.

4.1.1

Service presented expanded terms of reference to the Committee for formal
endorsement. The comprehensive terms of reference now adopted, ensure
notable alignment with best practice guidance.

Membership and Attendance of the Audit and Risk Committee in 2007/08

Throughout 2007/08, 7 Councillors have served on the Audit and Risk
Committee, and this number is set to increase to 13 Members in 2008/09. One
Committee Member has also held an executive role in the Cabinet, i.e. the
Cabinet Member for Resources has attended regularly as an observer at
Committee meetings.

There has always been a non-executive and independent Chair in order to
promote the objectivity of the Audit and Risk Committee, its authority and profile
in the eyes of the public. In 2007/08, chairmanship of the Committee has rested
with Clir. Tate, although these arrangements will be changing in 2008/08, when
Clir. Smith takes over as the new Chairman.

It should also be noted that serving Members have a wide range of skills and
bring both technical and professional experience to the Committee, drawing in
part from the spheres of Accountancy and ICT.

On-going training of Members is understandably viewed as important to the
overall performance of the Committee in the delivery of its responsibilities, and in
recent weeks, it has been agreed that steps will be taken to organise a locally
based course on Effective Audit Committees, engaging a Trainer from CIPFA’s
Better Governance Forum.

The Remit of the Audit and Risk Committee

The Audit and Risk Committee has a pivotal role in approving, reviewing,
challenging, monitoring and developing:

The work of internal Audit through:

its Strategic and Annual Audit Plans;
o lts Progress and Annual Activity reports;

s Internal Audit Follow Up reports concerning the status of agreed actions
generated by previously performed audit assignments;

e Other Internal Audit management and performance reports; and,

» Any additional work commissioned from Internal Audit.

4.1.2 The work of External Audit in accordance with:

» Appointment provisions;

« The scope and depth of External Audit work to ensure it is providing value for
money;
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41.4

e The External Auditor's Annual Letter, relevant reports and the report to those
charged with governance; and,

o Other specific reports as agreed with / commissioned from the External
Auditor.

The Audit and Risk Committee also contributes to the arrangements for driving
forward the Regulatory Framework at the Council, partly achieved through its
dual role with the Standards Committee to maintain an overview of the Council's
Constitution and monitor corporate polices designed to strengthen the anti fraud
and corruption culture at the authority. In addition, a key function of the Audit
and Risk Committee is to support the on-going advancement and operation of
risk management and corporate governance processes at the Council, as well as
overseeing the preparation and finalisation of the Annual Governance Statement.

The other important responsibilities place upon the Commitiee concern its
scrutiny of the Council's Annual Statement of Accounts and its input to the
Corporate Risk Management Strategy and Risk Assessment.

The Nature of Work Considered

In the course of the financial year, reports have been submitted to the Committee
on wide ranging topics, including:

Audit Activity

Internal Audit

Annual Internal Audit Report for 2006/07 presented by Norfolk Audit Services
New Contract for Internal Audit Services

Annual Review of the Effectiveness of Internal Audit 2006/07

Internal Audit Mid Year Report for 2007/08

Status Updates on the Implementation of Internal  Audit High Priority
Recommendations

Modification of Internal Audit's Annual Plan for 2007/08 at the end of Quarter 3
Internal Audit's Terms of Reference, Code of Ethics, Audit Strategic, Strategic
Audit Plan for April 2008 to March 2013 and Annual Audit Plan for April 2008 to
March 2009

External Audit

Audit and Inspection Plan for 2007/08

Status Updates on the Implementation of External Audit High Priority
Recommendations

Data Quality Report — Audit 2006/07
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6.2.

Regulatory Framework

Draft Statement on Internal Control for 2006/07

Delivery of Good Governance

Code of Corporate Governance

Revised Terms of Reference for the Audit and Risk Committee
Use of Resources Auditor Judgements 2007

Strategy to help fight Fraud and Corruption

Introduction /Completion of Audit Committee Self Assessment Checklist
Annual Governance Statement 2007/08 — Sources of Assurance
Accounts

2006/07 Accounts Closure Update

Draft & Final Annual Governance Report 2006/07

Briefing from the Audit Commission on Great Yarmouth Borough Council —
Improvements in Financial Management

The Audit Commission's Final Accounts Memorandum — Audit 2006/07
Risk
Risk Management Strategy

Corporate Risk Assessment

An Overview of Key Issues reviewed during the year

The extent of reports and issues examined by the Audit and Risk Committee has
significantly increased over the past financial year, when comparing back to the
original workloads of the newly established Committee in 2005/06 and 2006/07.
This has been due to a number of factors including new requirements of a
statutory nature, e.g. being made aware of the demands generated by a new
Code of Corporate Governance and the migration from a Statement on Internal
Control to an Annual Governance Statement; changes in the management
structure at the Council and the appointment of a new Head of Financial Services
who has introduced a range of new measures for improving service delivery, pius
the appointment of a new internal audit service provider. The transition to audit
management arrangements from South Norfolk Council and the completion of
audit assignments by Deloitte and Touche Public Sector Ltd has led to the
formulation and adoption of new terms of reference for Internal Audit and an
initiative to formalise working protocols between Internal and External Audit.

Another contributory factor to the Committee’s growing workload has stemmed
from its involvement in the approval of a new Strategy to help fight Fraud and
Corruption and, this will be followegﬁ séwor‘tly by the introduction of a new Whistle



6.3.

6.4.

6.5.

blowing Policy, which has already been the subject of consultation with the
Council's Joint Consultative Committee.

The Commitiee has sought fo comply with best practice and this too has had a
marked effect on its workload, given that it has led to an exercise involving the
completion of CIPFA’s Audit Commitiee Self-Assessment Checklist. The Head
of Internal Audit has likewise sought to demonstrate that the new service provider
is delivering the Internal Audit function in line with best practice as advocated in
the Code of Practice for Internal Audit in Local Government in the United
Kingdom 2006. The results of this work have been provided to the Head of
Financial Services and will be shared with External Audit in the next few months.

The Audit and Risk Committee has provided effective challenge throughout the
financial year. Aside from the work highlighted above, it has entered into
considerable debate regarding Risk Management arrangements throughout the
year and was pleased to be advised that senior management had now developed
a revised Risk Management Strategy and at the same time, had made significant
improvements to the Corporate Risk Assessment for the Council.

The financial management and reporting provisions have also been a major
cause for concern for the Audit and Risk Committee during 2007/08 but as the
year has advanced, feedback from officers has confirmed to Members that
considerable progress has been made in this direction and previously reported
issued raised by External Audit are now being actively addressed.

Decision Sought

The Audit and Risk Committee are requested to note and approve the Annual
Report of the Commitiee.

Proposal and Reasons

The development of an Annual Report ensures compliance with best practice as
identified in CIPFA's publication — ‘A Toolkkit for Local Authority Audit
Committees’.

Conclusion

The Audit and Risk Commitiee has had a very active year as demonstrated by
the volume of work it has processed, as detailed in Sections 5 and 6 of this
report. The Committee is firmly committed to the further development of its role
and profile, and to this end, has had a significant impact on the organisation
during the year.
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